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HactaBHnu npeamet

OsHaka npegmeta:  01.D20085 Cunctemu 3awtmrte I/IHCbOpMaLl,I/IOHI/IX cucrtemMa
Bpoj ECIB: 10
Mporpam(u) y kojem ce ussoau D02 - NHdopmaumoHu cuctemu n TexHonoruje (OAC), N36opHu npeamet

YHO npepmeTa

HacrtasHuum: Cumuh B. [lejaH, PegoBHu npodecop
Crapuesuh b. [lywaH, MNpodecop Emeputyc

Bpoj yacoBa akTVBHe HacTaBe (HeaerbHO)

MNpenasamwa AyanTopHe Bexbe Opyru 06nvum Hactase | CUP/CTUP/MP/MUP/HUP Ocranu yacosu
4 0 0 3 0
MpeameTn npeaycnosn Hema

Ycnosu: OCTBapeHa HeonxoAaHa npef3Haka Ha NpeTxoAHUM HUBOMMaA CTy,qua 13 obnactu cuctema sawTtuTe I/lHdC)OpMaLlVIOHVIX
cuctema.

1. O6pas3oBHU LnSb:

Linre npeameTa je npeHollewe HaNpeAHNX 3Hawa CTyAEeHTMa O CUCTEMY 3aluTuTe nHdopmaumoHux cuctema. CtyaeHTn he BpwmTn
eBanyauujy n nsbop ogrosapajyhux metogonoruja, npoueca u ctaHgapaa 3allTuTe CUCTEMa, U 0CNocoOUTH ce 3a OLEHY YCMELIHOCTU
noctojehux cuctema 3awiTuTe Kao U 3a NPOjeKToBake HOBUX CUCTEMA 3alLTUTE MHPOPMALIMOHUX cucTema.

2. Nicxoam obpasoBarba (CTeueHa 3Hamwa):

CTtyaeHTn cy ocnocobrbenm 3a: 1) cBeobyxBaTHY aHanu3y curypHocHUx npobnema y obnactv MHopMaumMoHux cuctema, 2) esanyauujy
1 nopefherwe cuctema 3awTnTe MHGPOPMaLIMOHUX cUCTEMA, 3) caMmoCcTallHa UCTpaxuBatba y 06nacTu cuctema 3altute MHPOPMaLMOHKX
cuctema u 4) NnpuMeHy pesyntaTa ucTpaxvsama y npakcu.

3. Cagpxxaj/cTpykTypa npeameTa:

TexHWYKM acnekTu 3awTutTe MHPOPMaLIMOHNUX cucTema. MeToAO0MOLKN NMPUCTYNKN 32 OLIeHY U eBanyauujy YCrnocTaBibEHUX CUCTEMA
3awTnTe nocnosHux MC. MeTogonoruje oueHe cTeneHa 3awTuTe, eBanyauuje cuctema 3awTuTe, knacudukaumje, ceptudukaumje n
npojekToBakwa cucTeMa 3awTuTe. Ynora cTaHAapAa y ycrnocTaBnawy v OLEHM npoueca 3awTuTe cuctema. Tectupamwe acnekara
3awTute Beb annukaumja u cepsuca kao M yCreLwwHOCTU 3aluTuTe LeSIoKYNHMX cuctema. EnekTpoHcke 1 apyre mepe 3awitute Kao u
HbMXOBA MHTErpaumja y KOMnneTHn cuctem sawTute. CTyamnja reHepanHnx 3axtesa u/unu cnyyajesa/npumepa ykrbyuyjyhu:

a) Cucrem 3a ynpasrbara 3aWTTOM MHhopmaumoHmx cuctema (ISMS 6asumpax Ha ISO 27001:2005),

6) OpraHusaumoHa ynyTcTBa 3a 3awWTuTy (npema koay npakce no I1ISO 27002)

B) MnaH cuctema sawtute (u3segeH Ha ocHoBy NIST 800-18 n npakce CnoxeHnx opraHusauuja).

CTyamjcku n UCTpaxuBayku pag ce oABMja Ha OCHOBY n3abpaHe u AoAerbeHe HayuHe 1 CTpy4YHe nutepartype.

4. MeToae n3sohena HacTaBse:

HacrtaBa ce oasuja y 06nuKy npeaasata unu y o6nmky nojeiMHavyHmx KOHCynTaumja no HacTaBHUM jeanHuLama. ictpaxueadku aeo
obyxsaTa npuKyrnibawe 1 npoyyaBame perneBaHTHe nuTepaType ca jaBakbeM KPUTUYKOr OCBpTa y 06nMKy nperneaHor paga. MNpaktmyHu
neo obyxsaTa peanusaumjy npumepa cucTema 3alTute UHHOPMaLMOHUX cuctema.

OueHe 3Hana (MakcumanHu 6poj noeHa 100)

MpeaucnutHe ob6asese ObaBe3Ha | [MoeHa 3aBpLUHM UCIuT ObaBesHa| [NoeHa
Mperneanu pag Oa 30.00 | YemeHu nenut Oa 40.00
Pap npupeheH 3a nybnukoBarwe Na 30.00
Jlutepartypa

P.6p. AyTop-n Hacnos M3pasau lognHa
David Kim, Michael G. “Fundamentals of Information Systems Security”, 3rd .
1, Solomon edition Jones & Bartlett Learning 2018

. “Implementing An Information Security Management

2, éﬁgﬁgﬁ: Chopra, Mukund System: Security Management Based On ISO 27001 |Apress 2020
v Guidelines”
3 Aboul Ella Hassanien, “Sybersecurity and Secure Information Systems: Springer International 2019
’ |Mohamed Elhoseny Challenges and Solutions in Smart Environments” Publishing
- I “Network Security Essentials: Applications and . L
4, | William Stallings Standards". 6th Edition Pearson Education Limited 2016
. Implementing An Information Security Management
5, Abhishek Chopra, Mukund System: Security Management Based On ISO 27001 |Apress 2020
Chaudhary s
Guidlines
“Information Security Policies, Procedures, and
6, [ Thomas R. Peltier Standards: Guidelines for Effective Information CRC Press 2013
Security Management"
B. Thuraisngham, M. Secure Data Science: Integrating Cyber Security and
7 Kantarcioglu, L. Khan. Data Science CRC Press, New York 2022
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Jluteparypa
P.6p. AyTop-n Hacnos M3pasay lognHa
Handbook of System Safety and Security. Cyber Risk
. and Risk Management, Cyber Security, Threat

8, | Edward Griffor Analysis, Functional Safety, Software Systems, and Syngress 2017
Cyber Physical Systems
Information Security Management Systems: A Novel

9, Almgpawar, Mohammad Framework and Software As a Tool for Compliance Apple Academic Press 2018
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